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Methodology for Performing
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Government
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= Introduction

» Typical Auditing Methods
« Pitfalls
« Automated Tools
 Manual Review
» Use Case Testing

* Developing a Methodology
* Reporting results
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SSB BART Group

A bit about us...

= SSB Technologies = Customer Base
* Founded in 1999 by technologists « Over 500 commercial and
with disabilities government customers
» First commercial company in the » Over 800 projects successfully
testing software space completed
« Focus on IT Manufacturers and = Accessibility Management
private organizations Platform
= BART Group « Assessments and Audits
* Founded in 1998 by individuals with « Standards
Visual Impairments . User Testing
» Focus on East coast and federal

market  Training and elLearning
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Typical Accessibility
Audit Techniques
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» Typical methods are often haphazard and seem to be
made up on the spot:
* Running the system through an automated test (in the case of websites)

» Or, going through the list of technical provisions and taking a cursory
glance at the product to see if it complies in an ad hoc test of each

provision
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» Testing Methods Are Often Incomplete, Inaccurate,
Inconsistent

» Performing an ad hoc set of tests is more likely than not to result in test
results that are incomplete at best

* The test results may not touch on every possible problem a disabled
user might face.

« Automated tests may remain unable to notice some of the more
egregious errors in today’s modern web sites
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* Testing Methods Are Often Not Repeatable

* Any test performed on an ad hoc basis may net results that are not
repeatable throughout multiple regression tests.

 When it comes to perform a regression test, the “make it up as you go”
approach will be unable to determine whether the issues uncovered in
previous tests were sufficiently remediated.
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Automated Tools
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Automated Tools — Introduction

= What is it?
» Use of desktop or web-based tool to parse document markup to check
for potential areas of accessibility problems.
« May or may not involve the use of spiders to crawl multiple pages.

« May or may not involve ability to schedule repeat tests and/ or automate
reports.
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Automated Tools — Strengths

= Ability to scan large volumes of code.
* On a single page, site wide, and anything in between

= Ability to automatically generate reports

= Ability to catch errors which do not need humans to
review

» Configurable to include/ exclude specific guidelines.
« Checking method for specific guidelines often also configurable
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Automated Tools - Flaws

* Notoriously prone to inaccurate results:
« Passing items which should falil, i.e. insufficient a1t attribute values.

 Failing items which should pass, i.e.:

- missing <label> for <input> element which has ‘hidden’ or ‘submit’ as
value for type attribute.

- Missing <meta> for language, when language defined via 1ang attribute of
<html>
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Automated Tools - Flaws (cont’d)

= The bulk of tools utilize spiders.

» Spiders tend not to do well with:
« Form driven authentication
* Form driven workflows
« Pages that utilize JavaScript to render content.

* The bulk of enterprise class web-enabled applications contain all of
these elements.
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Automated Tools - Flaws (cont’d)

= Questionable checking rules

» “Failing” a document for items which have no real-world impact on
access.

* The tools test rendered HTML, sometimes CSS, but not
JavaScript or non-text formats (i.e. Java Applets, Flash,
etc.)

* Markup may look good, but page may use DOM Scripting/
AJAX which makes it inaccessible.

* Tools often test only the markup as a string without
assessing DOM structure
* Analogy: PHP’s file_get contents vs. DOMDocument
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Automated Tools - Flaws (cont’d)

= Unable to test the functional standards (§1194.31)

» Automated tool may be unable to access the site to test it.

« Security restrictions may disallow installation of automated tool on client
system or may disallow the running of spiders
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Manual Review
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Manual Review - Introduction

* What is it?
» Code-level review of the generated HTML/ CSS markup, specifically
oriented toward finding potential areas of accessibility problems.

« Methods meant to mimic coping mechanisms and/or uncover errors
- Manipulation of software or hardware settings
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Manual Review - Strengths

= Much higher level of accuracy (for individual violations)
than any method.”

= Reviewer likely to be capable of not only finding the error
but can also recommend the necessary repair at the same
time.
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éoug Manual Review - Flaws

* Relies on extensive knowledge on the part of the tester.
* Reviewing large volumes of code far too time intensive.

* The more code/ the more complicated the code, the
greater chance the reviewer will miss something.

* Mostly limited to inspection of HTML & CSS
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Manual Review - Flaws

* There are just some things that don’t require human eyes
to catch!
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Use Case Testing
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Use Case Testing - Introduction

= What is it?

« Similar to use case testing/ acceptance testing for QA: the actual use of
a system by users with assistive technology performing typical system
tasks.
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Use Case Testing - Strengths

* The true measure of a system'’s level of accessibility is
whether or not disabled users can use it effectively.

* Provides ability to catch issues which may have gone
unnoticed by other methods.

* Provides a much more ‘real’ impression of the severity and
volume of problems uncovered.

= Particularly useful in finding failures of 1194.21(b)
provisions which cannot be uncovered any other way.
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Use Case Testing - Flaws

* Dependent upon proper authoring of use cases

» Too broadly worded, testing may take too long to be economical vs.
results returned

» Too narrowly worded may ‘lead’ the tester too much to be realistic.

* Time & budget constraints may leave large portions of
system untested.
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Use Case Testing — Flaws (cont’d)

» Less accurate when testing is performed by non-disabled
user.

» Tester may be unrepresentative of common user.

* Results can vary widely based on not only the AT type but
also the brand and even the version.

» Success with one specific AT does not correlate to success with all AT.
« Success with one specific AT is not indicative of compliance
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Use Case Testing — Flaws (cont’d)

* There are just some things that don’t require user-based
testing to catch!
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Toward A Better
Methodology
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Requirements

= Accuracy

= Efficiency

» Reliability

* Repeatability

= Actionability (is that a word?)
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Requirements

Accuracy
» No singular method is sufficiently accurate on a large scale project.
Efficiency

 The more efficient methods are inaccurate, the more accurate methods are
inefficient.

Reliability
« No singular method can be reliable for predicting real world accessibility by all
users.
Repeatability

* Any assessment should be structured in a way in which it can be repeated
accurately during subsequent regression tests.
- The goal of testing isn’t to generate reports, it is to work toward resolution of problems

Actionable
» Results must be reported in a fashion that makes the results actionable.
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A Trident Approach

= Unit-based Testing
» Tested via Automated and Manual means

« Automated tests reserved only for checking what automated tests can check
effectively.

« Manual means validate & verify automated tests
« Will also determine at a low level if code is written in a compliant fashion
» Use Case Testing
« Tested with multiple assistive technologies
« Will determine from a high level if the application is usable for people with
disabilities
» Further validates and verifies results from automated & manual tests

= Actionable Results Reported, Repairs Prioritized
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Unit-Based Testing
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What We Know About Web Production

= Enterprise-level websites and web-based applications are
mostly generated server-side.

* Backend programming libraries are pre-processed at time
of request (or cached) to assemble front-end interface.

* This (usually) means all interface elements of a specific
type (forms, tables, templates, etc.) will be written to
screen using essentially the same code.
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What We Know About Web Production

* Interfaces often driven by templates which look mostly
identical on all pages and only the unique content
changes

* Even where templates vary, variances are few and are also
driven from server side code.
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What We Know About Web Production

* This approach decreases production time for new content,
increases quality, decreases maintenance debugging time.

» For our purpose it also tends to let accessibility problems propagate
themselves throughout the whole system.

» Fortunately, it makes them easier to fix, too.
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By Rusty Dornin
CNN

DOUGLAS, Arizona (CNN) -- It's a tale of homeland security concerns blocking wildlife management, and
the hue and cry that ensues.

When most people think of jaguars, they think of
the jungles of Central and South America, notthe
remote desert ranges between the United States
and Mexico.

That region is known as mountain lion country,

and that's what rancher Warner Glenn thought he
was tracking when he saddled up his mules on a
summer day 12 years ago near Douglas, Arizona.

Glenn has hunted mountain lions for 60 years,
since he was eight years old. But Glenn was
stunned when he saw what his hunting dogs had
chased up to a high mountain perch.

The rancher took what's believed to be the first
photo of a live jaguar in the United States. But it
wasnt his last. In 2006, some 40 miles away,
Glenn and his hunting party again cornered a
jaguar -- a different one.

taken by Warner G

live jaguar in the Unite

Jaguars, an endangered species, have a hreeding population in northern Mexico. Scientists believe there
are no more than 120 left in the wild there.

It's believed that since 1910, the cats are only visitors north of the border. They have been virtually unstudied
here until recently.

But Glenn and other conservationists worry that the possible return of
Threatened Jaguar hreadinn iannars tn the | Inited States rnnld he atnnned in ite trarke
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{CNN) -- Sens. Barack Obama and Hillary Clinton hit each other hard Monday, a day before contests in North
Carolina and Indiana that could break the deadlock over who will be the Demaocratic nominee for president.

The Demaocratic rivals traded shots over Clinton's
proposal that the government do away with the
federal gas tax for the summer and make up the
hudget shortfall by taxing what she calls oil
companies' "windfall profits."

Obama has dismissed the proposal, saying it's
unlikely to help consumers or to hecome law,
prompting Clinton to accuse him of being out of
touch with "the hard-working American consumer
and the middle class."

“Italk to people who are telling me they're literally

sick attheir stomach when they pull into the gas

station trying to pay these gas hills. ... | guess I'm

Barack Obama of justfeeling more of the concerns that people MOSt POPUIar
s have, and they want relief" she said on CNN's

"Ametrican Morning" on Monday. v STORIES

Obama denied being insensitive. Most Emailed Top Searches

"l understand how badly people are hurting. If we're serious about helping them, let's provide them some D.C. Madam: "There was no way out'
relief, but let's not pretend that we're doing something by suggesting a gas tax holiday that will not be paid
for and frankly, it is very unlikely that you'd see President George Bush sign,” he said in a separate interview
on the same program. 7=11 watch what Obama says about the gas tax holiday »

Isabella Rossellini "Green Porno’

‘Indiana Jones' ready to return

The two also exchanged accusations over Clinton's recent comment
thatthe United States could "obliterate” Iran if the Islamic state were to

attack Israel with nuclear weapons.
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Determining What &
How To Test
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Producing our Component List

» Test coverage = Entire Ul of the application

» Test set is a list of all unique Ul components in an
application

* Prioritize testing efforts based on frequency of these
components and potential impact on users
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Producing our Component List

= Attempt to include all interface component types
historically found to cause challenges for disabled users:
* Images & other non-text formats
 Forms
* Tables
* Interface elements relying on client-side scripting
 Frames and i-frames

= Always include the overall template
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Producing our checklist

* Based on technologies in use, determine a set of tests to
be performed.

* Produce a checklist which touches:
« Each component
« Each container
* The entire application

» Checklist validity enhanced by being based on industry
standards.

* Checklist composed of Best Practices
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éoug Best Practices

* Ensure the standards are met by performing a thorough
and complete audit.

* Dissection of each Industry Standard you’ve committed to
support.

» Each provision separated into their conformance criteria
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Best Practices (cont’d)

= Establish a defined set of conformance criteria for the
standards the system needs to meet.

» Establish a checklist which can be used not only for the
initial test but also any subsequent regression tests as
well.

* Means the review not hampered by the reviewer’s memory
or knowledge of the standards or inconsistent
interpretation of the standards by team members

* One best practice = One test = One result
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Best Practices (cont’d)

= Each Best Practice Should Contain
« Title
» Description
» Compliant Code Example
« Non-Compliant Example
« Recommended Changes
» Unit Test for Checking Compliance

* This information is essential for ensurinqg accuracy and repeatability!
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Producing our checklist

Checklist Creation - Component Level Example
(Sample Best Practices based on 1194.22(a))

Provide alt attributes for all images

Ensure images which convey meaning are not defined in CSS

Ensure image text and alternative text are equivalent

Ensure alt text is sufficiently informative

Ensure alt text is not descriptive of the appearance but rather the
content

Ensure complex images provide long descriptions

Avoid redundant alt attributes

Provide mathematical formulas in appropriate markup

Ensure alternate text for linked images is descriptive of destination
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Unit-based Test Execution

Following your checklist:

Test each component for each applicable best practice in your
checklist

Run automated tests on those which can be graded automatically
 i.e. presence of alt text, presence of device-dependent event handlers
Each best practice graded as pass/ fail

Mark each violation in your checklist and/ or in your bug tracking
system

Take note of patterns which reveal themselves during testing

Take special note of patterns that exist throughout the entire set of
components.
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Use-Case Methodology

* Create use cases to be performed with application

* Define a list of assistive technologies to execute the use
cases with
» Should include more than one type of AT
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Use-Case Methodology

» Usage case consists of
» Actor — The individual that is performing the task

» Goal — A clear definition of what the actor is attempting to accomplish

« Main Success Scenario — A list of the ideal steps the actor must take to
accomplish a task

« Extensions — Alterations to the task that may occur during execution
- Particularly errors and alternate navigation possibilities
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Use-Case Methodology

Usage Case — Example Web Site

(simplified for this presentation)

Goal Access Story Photos
Operator User
Main 1. Navigate to http://www.cnn.com/
Success 2. Navigate to link labeled story headline
Case 3. Navigate to ‘Photos tab’

4. View Photos
Extensions 2.a. Navigate to ‘Most Popular Menu’

2.a.1. Navigate to link labeled story headline
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Use Case Test Execution

» User(s) perform exact same test cases for each assistive
technology.

» Take note of any & all difficulties in performing task.

* Grade test case based on:
* Failure
« Completed with difficulty
* Improvements needed
» Success
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Reporting the Data
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éoug Reporting The Data

= Automated test results validated by manual test

* Manual & automatic test results form the bulk of report
« Because they'll be the bulk of the findings

= Use case results incorporated in report
» Because they provide a ‘face’ to the real world effect

= All together, they form basis for further regression testing
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Reporting The Data

* Organize results based on content type rather than by
provision/ guideline
* i.e.: Data Tables, Forms, Images, etc.

» Doing so provides context for both stakeholders and is actionable by
developers.

* Prioritize list of violations based on:
« Severity
* Frequency
* Noticeability
 Tractability
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Prioritization

= Some portions of prioritization should be worked out on a
per-best-practice basis prior to evaluation, as part of the
overall methodology.

= Each best practice contains a predetermined.:
« Severity
* Noticeability
 Tractability
» Each of these is also given a weight used as coefficient
during calculation of priority.
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Prioritization

= “Severity”:
» A measure of how large an impact on the disabled user experience a
violation of the best practice will have.

 Violation severity is inferred from our cumulative knowledge gained from
observing disabled users.
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Prioritization

* “Noticeability”

* The likelihood that a given violation will be detected by users of a
document.

» Certain best practice violations are more easily detected than others,
such as violations that can be detected with automated tools.

» Other violations, such as those that can only be detected through
manual review techniques, are more difficult to find in a document.

 Violations that are more difficult to detect generally pose a lower overall
risk for enforcement than violations which can be detected in a trivial
fashion.
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Prioritization

* “Tractability”

» The estimated costs associated with ensuring that all instances of the
violation are fixed.

» The cost is designed to give an estimate of the number of hours of effort
required to ensure compliance with a given best practice.
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Prioritization

* Frequency
* How often a particular violation occurs within a document.

 Violation Frequency is calculated based on the number of pages that
exhibit a violation divided by the total number of pages, multiplied by ten

- Example: Violation on 54% of components would be frequency of 5.4
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Prioritization

Severity Frequency Noticeability Tractability Priority

Provide alternative text for images 10 6.8 10 2 10
Ensure images provide informative

alternative text 10 8.5 7 1 10
Provide explicit labels far form

fields 10 9.5 B 2 9.6
Provide a mechanism for skipping

past repetitive navigation links 10 10 6 3 9.4
Ensure headers and cells are

propetly associated 10 35 7 4 21
Ensure row header cells define

scope 10 8.3 7 4 8.8
Pravide alternative text for image

bogrsaes 6 6.8 g 2 76
Ensure alternative text for image

links is informative 8 38 7 2 75
Ensure table headers are used in

a valid fashion 10 6.3 A 4 7.5
Ensure documents are readable

without style sheets 10 10 3 6 7.4
Ensure the sole use of device

dependent event handlers is 8 33 7 2 %3
avoided

Ensure link text is meaningful 8 473 6 2 7.3
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* Unit-based approach facilitates greater accuracy,
efficiency, and reliability.

» Reserving automated testing for things it is best suited to
find reduces inaccurate results.

* Performing manual review on components rather than
whole documents is more efficient.

* Unit-based approach provides repeatability
» Use case testing validates findings and provides context.
* Prioritization will allow for findings to be actionable.
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For more information...

= Contact Karl Groves

 karl.groves@ssbbartgroup.com
« 703.637.8961 (0)
» 443.889.8763 (c)

= SSB BART Group
« Silicon Valley Office

- 415.975.8000

« Washington DC

- 703.637.8955

sales@ssbbartgroup.com
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